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About This Guide

The OpenlD Connect (OIDC) plugin lets BridgelLink users sign in through an external
identity provider, such as Google Auth Platform or Okta, instead of a local BridgeLink
password. It centralizes user authentication, lets your identity provider enforce multi-factor
authentication and password policy, and can automatically create BridgelLink users and
assign their roles based on the claims your identity provider returns at sign-in. This guide is
for BridgelLink administrators configuring single sign-on. By the end, you will be able to
register BridgelLink as a client application with your identity provider, enable and test OIDC

in WebAdmin, control who can bypass OIDC in an emergency, and mayp identity provider
roles to BridgeLink roles.
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Requirements

e Bridgelink 26.6.0 or later.

+ Avalid OIDC plugin license, installed on the License Manager tab under Settings (see
Installation and Activation).

e An OpenlD Connect identity provider (IdP) account with administrative access to
register a client application. This guide uses Google Auth Platform and Okta as
examples. Any standards-compliant OIDC provider works.

e To assign BridgelLink roles automatically from identity provider claims, the Access
Control plugin, licensed and configured with role names that match the groups or roles
your identity provider returns.
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Installation and Activation

Sign in to WebAdmin as an administrator.
In the left navigation, under ADMINISTRATION, click Settings.

Click the License Manager tab, then the Installed Licenses sub-tab.

A

Click Install License and choose the OIDC plugin license file, a .json file supplied by
Innovar Healthcare.

5. Review the Install License dialog, which previews the license's Customer, Products,
Issued, Expires, and Server match, then click Install. A confirmation toast reads
"License installed."

6. Restart BridgeLink when prompted; a banner reads "License changes will take effect
after restarting BridgeLink."

7. Click the License Status sub-tab and confirm the OIDC Authentication row shows
Active under Status.

8. Click the OIDC tab to confirm the plugin is available.
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Configuration

Configure with Google Auth Platform

Before you configure BridgelLink, register BridgelLink as a client application in Google Auth
Platform.

1. In Google Auth Platform, create an OAuth 2.0 Client ID and select Desktop as the

application type.

Save the Client ID and Client Secret shown after creation. Google Cloud Platform (GCP)
does not let you view the client secret again after you close this dialog.

= Go gle Cloud 8* BridgeLink Search (/) for resources, docs, products, and more

g Google Auth Platform / Clients

E  Overview Clients + Create client w~ Restore deleted OAuth clients

@  Branding

O  Audience OAuth 2.0 Client IDs

fiZ  Clients O Name Creation date Type
=%  Data Access D BridgeLink Administrator Client Dec 23, 2025 Desktop

Verification Center

& Settings

Figure 1: Google Cloud Platform OAuth 2.0 Client IDs
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OAuth client created

The client ID can always be accessed from Clients tab under Google
Auth Platform.

OAuth access is restricted to users within your
organization unless the OAuth consent screen is published
and verified

Client ID \
- - apps

.googleusercontent.com 3]

Starting in June 2025, you will no longer be able 1o view or
download the client secret once you close this dialog.
Make sure you have copied or downloaded the information
below and securely stored it.

Client secret \

Creation date November 3, 2025, 5:52:33PM GMT-6
Status & Enabled

wmeNfU

¥ Download JSON

OK

Figure 2: OAuth client created dialog showing Client ID and Client Secret
With the client application registered, configure the OIDC Settings in WebAdmin:

In WebAdmin, click Settings, then click the OIDC tab.
Under Enable OIDC, set Enable to Yes.
Under OIDC Settings, enter https://accounts.google.com in Issuer.

Enter the Client ID from Google Auth Platform.

A A

Enter the Client Secret from Google Auth Platform. Leave this field blank if you
registered a public client and want BridgeLink to use PKCE without a secret.

6. Enter a callback URL in the field next to Redirect URIs and click Add. Repeat to add at
least three callback URLs, each using a different local port. BridgeLink tries each
configured URL in turn until it finds one it can use, so having several reduces the
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chance of a port conflict during sign-in.

7. Enter the OAuth scopes to request in Scopes, or keep the default openid profile email.
8. Click Save.

"
Message Trends Version History Access Control Anchor Al Assistant License Manager oIDC SIEM Certificate Manajs

Enable OIDC
) Enable: @ Yes (O No
Refresh
OIDC Settings
Issuer ™ | https://accounts.google.c:
Channels Client ID ™ | 2405572359604
/> Code Templates Client Secret; | sssssssssssssssssssssasnsnsn @
ErnliEms Redirect URIs: | https://your-domain/callback + Add
Lockup Manager NEEDS © [/ chodtige Pt Spui e 3000 /auth/callback
Q. Config Search https:/ /e 3000/auth/test-callback

Scopes: | openid profile email Reset

Test Connection

Figure 3: BridgeLink OIDC Settings configured for Google

Setting What it does Default

Enable Turns the OIDC plugin on or off. No

Issuer The identity provider's issuer URL, used to (T
discover its OIDC endpoints.

Client ID The c.lient idgntifier registered with your (none)
identity provider.
The client secret registered with your identity

Client Secret provider. Leave blank for a public client using (none)
PKCE.

Redirect URIs Local callback URLs the sign-in flgw can bind (none)
to. Add several to avoid port conflicts.

Scopes The OAuth scopes requested during sign-in. openid profile email

To confirm the connection works before you rely on it:

1. Click Test Connection.
2. Review the OIDC Flow section for a successful token exchange.

3. Review the Claims section for the claims your identity provider returned.
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4. Click Close.

Version History Access Control Anchor Al Assistant License Manager SIEM Certificate Manz

£ Enable OIDC -

Enable: @ Yes () No

47 OIDC Settings 4
Issuer *: | htips://accounts.google.c

Client ID *: | 2405572359605

Client Secret: sasssssmssssssmsesnannnnnnnn (O
Redirect URIs: | https://your-domain/callback + Add

NEtos: [/ chista: P omoisaiptenmnie « 2000 /auth/callback 0]

https: [/ SomiamemEshyinengpgly 5000/ auth/test-callback Tul

Scopes: | openid profile email Reset

:> Test Connection

Figure 4: Test Connection button with scopes
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OIDC Test Connection

CONNECTION STATUS
" OIDC connection test successful.

13000 /auth/test-

I Register hittps:/ Sesmeetsnay
callback as a redirect URI in your IdP.

QIDC FLOW
+ Authorization code Teceived. &
Issuer: https:/faccounts._google.com
Client ID: 240557235960-

Redirect URI:
https /e e s G
code.

Exchanging authorization
+ Token exchange successful.
+ ID Token validated successfully.

4 G

4 >

CLAIMS

ID Token Claims

{
"at_hash": "Q4h@BJqtBH1FpPRQiKAFtw",
"sub": "1@B382875847041537530",
"email verified": true,

s >

"igs": "https://accounts.google.com",

"given_name": "Thai",

"nonce": "8SgrlL-dYubRz20BOT1_RvQ",

"picture": "https://lh3.googleusercontent.com/a/ACgBo
o T A ALETE VL sy O oW M W s WL = s O = O

Cancel Close

Figure 5: OIDC Test Connection results showing claims from Google

If Test Connection shows a warning about a callback URL, register that exact URL as a
redirect URI in Google Auth Platform and try again.

Configure with Okta

Before you configure BridgelLink, create an App Integration in your Okta account.

1. In Okta, create an App Integration for BridgelLink.

2. Under Sign-in redirect URIs, add at least three callback URLs, each using a different
local port. Use the same URLs you plan to enter in BridgeLink's Redirect URIs.

3. Under Okta > Directory > Groups, click Add group, then add the users who need
Bridgelink access to the group.
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4. Under Okta > Security > API, select your authorization server, click the Claims tab, then
click Add Claim.

5. Inthe claim editor, enter groups as the name, select ID Token as the token type, and
select Groups as the value type. Save the claim.

$%  okta a

= BACK 10 APRHCAIONS

- Admin Console <

Bisdier = @ BridgeLink Administrator Client
: e ¥ View L
2 Customizations v [M—e] g

] 33 Applications ~ General Sign On Assignments Okta APl Scopes Application Rate Limits

Applications
Self Service Client Credentials -

API| Service Integrations

Client ID &
O Security v

Public identifier for the client that is required for all

OAuth flows.
& Workflow v
Client authentication O Client secret
Public key [ Private key
& FREE TRIAL PLAN
1 of 10 Active users Proof Key for Code Exchange (PKCE) Require PKCE as additional verification

Figure 6: Okta Admin Console showing BridgelLink Administrator Client

Sign-in redirect URIs Allow wildcard * in sign-in URI redirect.

Okta sends the authentication response and ID http://localhost:58244/callback

token for the user's sign-in request to these

URls http://localhost:58245/callback

Learn More (3

http://localhost:58246/callback

+ Add URI

Figure 7. Okta Sign-in redirect URIs configuration
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Admin Console <
O DevOps_Role
A Dashboard -
BridgeLink DevOps Role
B Directory A
Created: 12/24/2025 Last modified: 12/24/2025 View logs
People
Groups
People Applications Profile Directories Admin roles
Devices
Profile Editor People

Directory Integrations

Profile Sources

Advanced search *

& FREE TRIAL PLAN

J(2)

Person & username Status
1of 10 Active users
- Zi-Min Weng Active
Updstad Dec 24, 2025, 1:28:04 P zweng@innovarhealthcare.com
Figure 8: Okta group with assigned people
okta g1
Admin Console < default
Advanced Posture Checks
Active v Default
Device Assurance Policies
Device Integrations Settings Scopes Claims Access Policies Token Preview
Administrators =
API ( © Add Claim
o Workflow v Claim type Name Value Scopes Type
All sub (appuser = null) 7 appuser.userName : Any access
dll Reports ~ .
app.clientld
o]
@ Ssettings ~ groups groups: matches regex .* Any id

Figure 9: Okta API Claims configuration
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Actions
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Always

Always
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Edit Claim

Name

Include in token type

Value type

Filter @

Disable claim

Include in

groups

ID Token v Always v

Groups v

Only include groups that meet the following condition.

Matches regex ~+ .*

Disable claim

O Any scope
The following scopes:

Save Cancel

Figure 10: Okta Edit Claim dialog for groups

With the App Integration registered, configure the OIDC Settings in WebAdmin. The fields
are the same as described under Configure with Google Auth Platform; only the values
differ.

1.
2.
3.

© 2026 Innovar Healthcare. All rights reserved.

In WebAdmin, click Settings, then click the OIDC tab.
Under Enable OIDC, set Enable to Yes.

Under OIDC Settings, enter https://{yourOktaDomain}/oauth2/default in Issuer, replacing
{yourOktaDomain} with your Okta domain.

Enter the Client ID and Client Secret from your Okta App Integration.

Add the same callback URLs you configured in Okta's Sign-in redirect URIs to Redirect

URIs.
Click Save.
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Settings
Resources Data Pruner Message Trends Version History Access Control License Manager oibc SIEM Certificate
/2 Enable OIDC ~
el
=t Enable: ® Yes () No
Refrash
]
Discard /2 0IDC Settings ~

Issuer *: | https;/fintegrator-6483(
Client ID *: | ————r 07
Client Secret: | seessessasssanss @
Redirect URIs: | https://your-domain/callback + Add

http: / /Y 2 uth/test-callback
http: / R -uth/callback

Scopes: | openid profile email Reset

Test Connection

Figure 11: BridgeLink OIDC Settings configured for Okta

To confirm the connection works, click Test Connection and review the OIDC Flow and
Claims sections, the same way as described under Configure with Google Auth Platform.
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OIDC Test Connection

CONNECTION STATUS
v/ 0IDC connection test successful.

& Register http:/ /I 3000 /auth/test-callback asa
redirect URI in your IdP.

0IDC FLOW

Starting OIDC connection test..

Redirect URL: http:// SR 3000/auth/test-callback
Ensure this URI is registered with your IdP.

authorization_endpoint: https://integrator-

SRR okta.com/oauth2/default/vl/authorize

Generating PKCE/state/nonce..

Authorization URL: https://integrator-

W . ok ta. com/oauth2/default/vl/authorize?

response_type=code&client _id=qnis( 697 ETedirec

callback&ecope=openid+profile+emailistate=BZJEDQIYQnYfrI1

Opening browser..

Waiting for autherization callback..

v Authorization code received.

Isguer: https://integrator-

W o) ta . com/cauth?/default

Client ID: WG ):30YUG9T

Redirect URL: http://JEENEER: 3000/ auth/test-callback

Exchanging authorization code..

v Token exchange successful.

v ID Token validated successfully.

v Access Token validated successfully.

CLAIMS
ID Token Claims

{
"at_hash": "4e73pU2tb@DeGMA4lg-zKg",
"sub": "@@uwl9ycdTB8AxkJBLEIT",
"ver": 1,
"amr": [
"mfar,
Totp",
"owd" ,
"okta_verify"
da
"igs": "https://integrator-EEEEER. okta.com/oauth2/de
fault",

"araune - T

Cancel Close

Figure 12: OIDC Test Connection results showing claims from Okta

If Test Connection shows a warning about a callback URL, register that exact URL as a
redirect URI in your Okta App Integration and try again.

Access Control

After your issuer is configured and tested, use Access Control to decide whether OIDC is

required for every user and who can bypass it.

1.
2.

© 2026 Innovar Healthcare. All rights reserved.

In WebAdmin, click Settings, then click the OIDC tab, then scroll to Access Control.

Before you require OIDC login, check Allow Emergency Admin fallback under
Emergency Fallback, then choose an account from Emergency Admin Username.
This account can still sign in with its local BridgelLink password if your identity provider
is unavailable.
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3. Torestrict BridgelLink API basic authentication to specific accounts, check Enable API
Basic for Service Accounts under Service Accounts (API).

4. Select a user from Service Account Users and click Add. Repeat for each account that
needs APl access. Only the users you add here can authenticate to the BridgeLink API
(https://<BridgelLink IP>:8443/api) with basic authentication.

5. Torequire every BridgelLink user to sign in through your identity provider, check Only
allow OIDC login under Exclusive Mode.

6. Click Save.

Access Control \:

Exclusive Mode: Only allow OIDC login

Emergency Fallback: Allow Emergency Admin fallback
Emergency Admin Username: | admin b
Service Accounts (API):: (] Enable API Basic for Service Accounts

Service Account Users; — Select — " + Add

Figure 13: Access Control settings with Only Allow OIDC Login enabled

Access Control
Exclusive Mode: Only allow OIDC login

Emergency Fallback: Allow Emergency Admin fallback
Emergency Admin Username: | admin W

Service Accounts (API): Enable APl Basic for Service Accounts

Service Account Users: | ga-rbac-tester V‘ + Add

Figure 14: Service Accounts API configuration

Setting What it does Default
Exc.luswe Mode: Only allow OIDC Requires gvery -user to 'S|gn in through Unchecked
login the OIDC identity provider.

Lets one designated account sign in
with its local BridgeLink password Unchecked
even when Exclusive Mode is on.

Emergency Fallback: Allow
Emergency Admin fallback

The account exempted from Exclusive

none selected
Mode. ( )

Emergency Admin Username
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Setting What it does Default

Restricts BridgeLink API basic
authentication to the accounts listed Unchecked
in Service Account Users.

Service Accounts (API): Enable API
Basic for Service Accounts

The accounts allowed to use API basic
Service Account Users authentication when the setting above  (none)
is enabled.

Exclusive Mode always continues to allow the emergency admin account and any
configured service account users, even when Only allow OIDC login is checked. Configure
Emergency Fallback and Service Accounts (API) before you enable Only allow OIDC
login, so you cannot lock yourself out if your identity provider becomes unreachable.

User Provisioning and Role Mapping
User Provisioning controls whether BridgelLink creates new users automatically when

someone signs in with OIDC for the first time, and how it decides which role to assign them.

1. Under User Provisioning, check Automatically create user if missing next to Auto
Provision Users to have BridgelLink create a new user the first time someone signs in
with OIDC.

2. Select a role from Default Role. BridgelLink assigns this role when it cannot resolve a
role from the claims, or when role mapping is turned off.

3. To assign roles from your identity provider's claims instead of always using the default
role, check Read roles from token claims next to Use roles from token.

4. Under Role source (claim), select where BridgelLink should look for the role name:

» Groups: reads the role name from a groups claim in the token
* Roles: reads the role name from a roles claim in the token

« Custom: reveals a text field where you enter the dot notation path to the claim, for
example access.roles

5. Click Save.

User Provisioning
Auto Provision Users: Automatically create user if missing
Default Role: | User Role i

Use roles from token: Read roles from token claims

Role source (claim): @ Groups (O Roles (& Custom

Figure 15: User Provisioning settings with role source from claims
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OIDC Test Connection

CLAIMS

ID Token Claims

{

"at_hash": "VaCYE43eyBSEewTeDBclUIg”,

"sub": "0Quwl9ycd4fBAxkJBLEIT",

"ver”: 1,

"amr": [

"mfa",
Totp?,
"pwd",
"okta_verify"

1,

"iss": "https://integrator-6483065.okta.com/oauthz/de
fault"
"groups":

"Everyone",

"bl-user-1",

"pl-admin®

"preferred_username”: "thaitran@tlk-solution.com",

"nonce”: "3pcKkodrirvImMjAjcXjFw",

"aud": "Qoawlecil7tVJa3QyYuesi",

"idp": "0@owl9yc@4HiNXohBEIT",

"auth_time": 1784318678,

"name": "Thai Tran",

"exp": 1784322410,

"iat": 1784318810,

"email": "thaitran@tlk-selution.com",

"jti": "ID.ASchDsFCWwA4-RLGNZP46h1PYZVTiljzwtdzJ2imnT
In
}

Access Token Claims

{
"aud": "api://default",
"uid": "QQuwl9ycd4fBAxkJBLEIT",
"sep®: [
"email",
"profile”,
"openid"
1,
"sub": "thaitran@tlk-solution.com",
"ver": 1,
"auth_time": 1784318678,
"iss": "https://integrator-6483065.ckta.com/cauth2/de
fault",
"exp": 1784322410,

WiatN. 1TQATIGGIM

Cancel Close

Figure 16: Claims response showing a groups array
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OIDC Test Connection

Authorization URL: https://integrator-
6483065.0kta.com/oauth2/default/vl/authorize?
response_type=code&client_id=Qoawlcil7tVJa3QYUSS7&redirec
callback&scope=openid+profile+email&state=FZpRYV10f1dxily

Opening browser..
Waiting for authorization callback..

v Authorization code received.

Issuer: https://integrator-

6483065 . okta.com/oauth2/default

Client ID: @oawlcil7tVJa3QYUGIT7
Redirect URI: http://localhost:30@@/auth/test-callback
Exchanging authorization code..

v Token exchange successful.

v ID Token validated successfully.

v Access Token validated successfully.

CLAIMS
ID Token Claims

{
"at_hash": "NKsg25TwahQ-YTE7DtbyJQ"

"sub": "@@uwl9ycdTBAxkJBLEIT",
"ver": 1,
mamr": [
"mfa",
"otp",
"owd",
"okta_verify"
9
"roles": [
"Everyone", .
"bl-user-1",
"bl-admin®
1,
"1ss": "https://lntegrator-6483065.okta.com/oauth2/de
fault",
"preferred_username"”: "thaitran@tlk-solution.com",
"nonce”: "4L14fndLFINtWZHOPOJ_6w",
"aud": "@Goawlcil7tVJa3QyYUeaT",
"idp": "@Gowl9ycB4HiNXoh@EIT" ,
"auth_time": 1784311217,
"name": "Thai Tran",
"exp": 1784321759,
"iat": 1784318159,
"email": "thaitran@tlk-solution.com",
"jti": "ID.N8ZHL6uBzvIMELYQXkpl520ZA2.J4UBgGy UnmulWKENU

Cancel Close

Figure 17: Claims response showing a roles array

2+ User Provisioning
Auto Provision Users: Automatically create user if missing
Default Role: | User Role h

Use roles from token: Read roles from token claim

() Groups () Roles ustom
Role source (claim): 1
[ access.roles

Figure 18: Custom role source claim configuration
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Setting What it does Default

Creates a new BridgelLink user the first
time someone signs in with OIDC and Unchecked
no matching user exists.

Auto Provision Users: Automatically
create user if missing

The role assigned to an
Default Role auto-provisioned user when no role (none selected)
can be resolved from claims.

Turns on role mapping from the OIDC
claims instead of always using Default Unchecked
Role.

Use roles from token: Read roles
from token claims

Where BridgelLink looks for the role
Role source (claim) name: Groups, Roles, or a Custom claim Groups
path.

Every role name BridgeLink resolves, whether from Default Role or from an OIDC claim,
must already exist with the same spelling in Access Control > Role. Add or rename
BridgelLink roles there first, then match the names your identity provider returns.
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Message Trends Version History Access Control Anchor Al Assistant License Manager 0ID]

Role User Configuration

@ ROLES PERMISSIONS
Dashboard Rl -
Admin Role
Setall to: | No Permission View Editor
Me
demorole Dashboard Editor
QA-Editor Meassages Editor
Channels QA-NoPermission Channels Editor
Code Templates QA-SelectedScope Users Editor
. QA-Test-Role-Edit i
Global Scripts Settings
QA-ViewOnly Server Editor
Lookup Manager o
1 Administrator Editor
Config Search .
test2 Tags Editor
Version His Configuration Map Editor
testrolel
Database Tasks Editor
User Role
Resources Editor
Data Pruner Editor
Message Trends Editor
Version History Editor
Access Control Editor

AL e

Figure 19: Access Control role configuration matching the OIDC role name

If a BridgeLink user already exists, signing in with OIDC updates their name and email but
does not change their assigned role. To change an existing user's role, do it directly in
Access Control.
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Using OIDC

Signing In

Once your identity provider is configured and OIDC is enabled, users sign in through
WebAdmin's own login page instead of a separate client.

1.
2.
3.

Open the WebAdmin login page.
Enter your BridgelLink server address in Server.

Wait for the Sign in with SSO button to appear below Login. It appears automatically
once WebAdmin confirms OIDC is enabled for that server.

Click Sign in with SSO. You do not need to enter Username or Password.

Your browser redirects to your identity provider. Sign in there, completing multi-factor
authentication if your identity provider requires it.

After your identity provider approves the sign-in, your browser returns to BridgeLink
and signs you in automatically.

Server

https://localhost: 8443/

Username

admin

Password

Login

o® Sign in with SSO

Figure 20: WebAdmin login page with the Sign in with SSO option
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Testing the Connection Again
Run Test Connection any time you change the Issuer, Client ID, Client Secret, or Redirect
URISs, or after your identity provider rotates a secret or changes its claim structure.

1. In WebAdmin, click Settings, then click the OIDC tab.

2. Click Test Connection.

3. Review the Claims returned to confirm your identity provider is reachable and
returning the claims your role mapping expects.

4. Click Close.
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Troubleshooting

Symptom

Test Connection fails or shows

an error before returning claims

A user signs in with OIDC but no

BridgelLink account is created

Sign-in fails with an ambiguous
role error

An existing user's role does not
change after signing in with
OIDC

Administrators are locked out
after enabling Only allow OIDC
login

BridgeLink OpenlID Connect (OIDC) Plugin: User Guide

Likely cause

The Issuer, Client ID, or Client
Secret does not match your
identity provider's application,
or the callback URL used during
the test is not registered with
your identity provider

Automatically create user if
missing is turned off

The token's claim contains more
than one value that matches an
existing Access Control role
name

BridgelLink only updates name
and email for existing users; it
does not reassign roles
automatically

Emergency Fallback was not
configured before Exclusive
Mode was enabled, or the
identity provider is unreachable
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What to do

Confirm each value against your
identity provider's application
settings. If the dialog shows a
callback URL warning, register
that exact URL as a redirect URI
in your identity provider.

Under User Provisioning, check
Automatically create user if
missing.

Confirm only one claim value
matches a role name in Access
Control > Role, or adjust your
identity provider's claim to
return a single matching value.

Change the user's role directly in
Access Control.

Sign in with the Emergency
Admin Username configured
under Emergency Fallback, or
with a configured Service
Account User.
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Support

Contact Innovar Healthcare support at support@innovarhealthcare.com if you cannot resolve an
issue with this guide. Include your BridgeLink version, the OIDC plugin version, and, if the
issue involves a failed sign-in or Test Connection, the relevant Server Log entries. For help

planning a more complex identity provider integration, Innovar Healthcare's professional
services team is also available.
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