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1 Introduction

OIDC is an open, industry-standard identity protocol built on OAuth 2.0. By adopting
OIDC, BridgeLink can seamlessly integrate with leading Identity Providers (IdPs} such as
Google Auth Platform and Okta, avoiding vendor lock-in and ensuring long-term
compatibility.

2 Why OIDC?

Centralized Identity Management

The OIDC plugin enables centralized user authentication through an external IdP rather
than local user stores. This allows organizations to:

Manage users, roles, and credentials in one place

Enforce consistent authentication policies across systems

Reduce administrative overhead within the integration engine

Enhanced Security Posture

Eliminating local password storage within Mirth Connect / BridgeLink
Supporting strong authentication mechanisms such as Multi-Factor

Authentication (MFA)
Using short-lived tokens and cryptographic signing (JWT) to prevent credential
leakage

Improved User and Administrator Experience

Users benefit from familiar enterprise login experiences
Administrators gain simplified onboarding and offboarding

3 Configure with Google Auth Platform

Prerequisite

Create an OAuth 2.0 Client ID and select the Desktop application type.

Securely save the Client ID and Secret obtained from your Google Cloud Platform
(GCP) account.
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= Go gle Cloud %* BridgeLink Search (/) for resources, docs, products, and more

0 Google Auth Platform / Clients

E  Overview Clients + Create client w~ Restore deleted OAuth clients
¢  Branding
©  Audience OAuth 2.0 Client IDs
Clients [J Name Creation date Type
S»  Data Access [0  BridgeLink Administrator Client Dec 23,2025 Desktop

@ Verification Center

£ Settings

Figure 1: Google Cloud Platform OAuth 2.0 Client IDs

OAuth client created

The client ID can always be accessed from Clients tab under Google
Auth Platform.

e OAuth access is restricted to users within your
organization unless the OAuth consent screen is published
and verified

Client ID \
- - apps

.googleusercontent.com o

A Starting in June 2025, you will no longer be able 1o view or
download the client secret once you close this dialog.
Make sure you have copied or downloaded the information
below and securely stored it.

Client secret \

ENfU [
Creation date Movember 3, 2025, 5:52:33 PM GMT-6
Status & Enabled
¥ Download JSON
QK

Figure 2: QAuth client created dialog showing Client ID and Client Secret

3.1 Configure OIDC Settings

Open the BridgeLink Administrator Console and navigate to Settings > OIDC.
Enable the OIDC feature.

Enter the Issuer URL: https://accounts.google.com
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Enter the Client ID and Secret.
Add at least 3 Callback URLs. You can enter idle ports on your local machine.

Server | Administrator | Tags |, Configuration Map | Database Tasks |

'\ Certificate Manager | Access Control | Data Pruner | Version History * OIDC |
Enable OIDC

Y
Enable: (@) Yes () No
0OIDC Settings
Issuer: |https:,f,facmunﬁ.google.mm
Client 1D: [- e - e—_ *.apps.googleusercontent.com
Client Secret: |[/mmm s om0
Redirect URIs: |

http://localhost:58244/callback
http://localhost:58245/callback
http://localhost:58246/callback

Figure 3: BridgeLink OIDC Settings configured for Google

3.2 Test Connection

Click "Test Connection" to run a test with your OIDC server.

I
Scopes: |openid profile email

Test Connection

Figure 4: Test Connection button with scopes

You can see the claims response from the OIDC server in the prompt dialog window.
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[ ) [ ) 0IDC Test Connection

Connection Status
Done.

0IDC Flow

fKFZAI

v Authorization code received.

9

Issuer: https://accounts.google.com

Client ID:

TR T Ny T e L e 2 Ty apps . googleusercontent. com
Redirect URI: http://localhost:58244/callback

Exchanging authorization code...

Token exchange successful

ID Token validated successfully

Claims

"at_hash" : "Vtzeaqrb2cqrZyKSARDyLQ",
"sub™ : "108409328886907295325",
"email_verified" : true,

"iss" : "https://accounts.google.com",
"given_name" : "I B=or,

"nonce" : "88WS5cVP66RUhYY3sGMm_EfKFZAI",
"picture" :

7Pd08oxtw@x12Q=s96-c",

de_challenge=KRsSXErxrAtWWH65-nqP598xH LBEVYSYUNQvYT@bymA&code_chal lenge_metho [
d=5256&state=87b671c5-2eba-4428-a554-7e9cf30ca349&nonce=88W5cVP66RUNYY3sGMm_E ||

code=4/@ATX87 INI9Hz08nIiAXpS1PyBAJe5Q1UILOE3mrkAalmtsS20NgHLvDsFpW2hrpn—-KaYAQ —

"https://1h3.googleusercontent.com/a/ACg8ocIh9-V1dXeoYYnCpxIy4@5IK6bpAUNYp3R9

"aud" :

e | B # Adswf =1, ' apps.googleusercontent. com”,
“azph

Vol . e e e i ==,' apps.googleusercontent.com", |
unamen . n s Iy .' _u. L™

[«]

OIDC Test Connection results showing claims from Google

4 Configure with Okta

Prerequisite

Please create an App Integration in your Okta account.
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okta

® Admin Console

@ Dpirectory v

Customizations v

1

. 88 Applications S
Applications
Self Service
API Service Integrations
O Security v

& Workflow v

FREE TRIAL PLAN

10of 10 Active users

Q

+ BACK 10 ApPICAtoNS

©

i Active v

General Sign On Assignments

Client Credentials

Client ID

Client authentication

Proof Key for Code Exchange (PKCE)

BridgeLink Administrator Client

‘ 8 ‘ View Logs

Okta APl Scopes Application Rate Limits

Client secret
Public key / Private key

Require PKCE as additional verification

Okta Admin Console showing BridgeLink Administrator Client

Make sure you enter at least 3 callback URLs; these will be used in the BridgeLink OIDC
setting.

Sign-in redirect URIs Allow wildcard * in sign-in URI redirect.

Okta sends the authentication response and ID http://localhost:58244/callback
token for the user's sign-in request to these

URIs http://localhost:58245/callback

Learn More [3
http://localhost:58246/callback

G0

+ Add URI

)

Okta Sign-in redirect URIs configuration

Navigate to Okta > Directory > Groups > "Add group”, and add user to the group.

o Zi-Min Weng
okta a @ g3 Mowens
Admin Console
O DevOps_Role Actions
@ Dashboard ~ ;
BridgeLink DevOps Role
B Directory ~
Created: 12/24/2025 © Last modified: 12/24/2025 View logs
Pecple
Groups
People  Applications  Profile  Directories  Admin roles
Devices
Profile Editor Peaple
Directory Integrations a o, ‘ Assign people
Profile Sources Advanced search

FREE TRIAL PLAN

10of 10 Active users

Person & username

Zi-Min Weng

Showing 10f 1@
Status

Active

zweng@innovarhealthcare.com

Okta DevOps_Role group with assigned people

Navigate to Okta > Security > API > Select the Authorizer server > Claims > Add Claim
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In the Claim edit window, please enter "groups", select the |ID Token for token type,
Groups for Value type, and save.

okta N @ g TMeves v
Admin Console < default @ Hel

Advanced Posture Checks )

Active v Default

Device Assurance Policies

Device Integrations Settings ~ Scopes  Claims  AccessPolicies  Token Preview

Administrators '

AP © Add Claim
N Workflow v Claim type Name Value Scopes Type Included

All sub (appuser != null) 7 appuser.userName : Any access Always ,
dll Reports v
app.clientld
@ Settings B 0 groups groups: matches regex .= Any id Always , x
Okta API Claims configuration

. .
Edit Claim
Name { groups (
Include in token type ID Token . Always .
Value type Groups .
Filter @ Only include groups that meet the following condition.

Matches regex ~» @ .*
Disable claim Disable claim
Include in O Any scope
The following scopes:

Okta Edit Claim dialog for groups

4.1 Configure OIDC Settings

Open the BridgeLink Administrator Console and navigate to Settings > OIDC.
Enable the OIDC feature.

Enter the Issuer URL: https://{yourOktaDomain}/oauth2/default
Enter the Client ID and Secret.

Add the same Callback URLs as on Okta. You can enter idle ports on your local
machine.
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Server | Administrator | Tags | Configuration Map | Database Tasks | Resources | Certificate Manager | Access Control | Data Pruner | Version History ' OIDC

Enable OIDC
Enable: (@) Yes () No

0IDC Settings

Issuer: | https://trial- My & iokta.com/oauth2/default

Client 1D: |l gl ' il

Client Secret: ‘

Redirect URIs: ‘

http://localhost:58244/callback
http://localhost:58245/callback
http://localhost:58246/callback

Figure 11: BridgeLink OIDC Settings configured for Okta

4.2 Test Connection

Click "Test Connection" to run a test with your OIDC server.

You can see the claims response from the OIDC server in the prompt dialog window.

[ ] [ ] OIDC Test Connection

- Connection Status
Done.
[

- OIDC Flow
Fcallback&scope=openid+profile+email&code_challenge=bwBY532WgjssraqB65XyKEgRT
HEN N EEET N Il NE L e U UMl e -
L | [ I ‘ o =m

v Authorization code received.
code=13NHak9UIpBrJwTnaNk7p9CPvQoece5diGHPY1QkTws
Issuer: https://trial-##%y - okta.com/oauth2/default
Client ID: %y, ™ pHugrgii " ras=as

Redirect URI: http://localhost:58244/callback
Exchanging authorization code...

Token exchange successful

ID Token validated successfully

r Claims
{
"at_hash" : "F7wt3rFy039jAg40TqHOsg",
"sub" : "@0@uylwyletopRHB7J697",
"ver" 1 1,
"amr" : [ "mfa", "otp", "pwd", "okta_verify" 1,
"iss" : "https://trial-#me%&d1. okta.com/oauth2/default",
"groups" : [ "Everyone", "DevOps_Role" 1,
"preferred_username" : "ol am me i i o m",
"nonce" : "K8S56Dxyx4VX342ZhUdX2PX502tA",
"aud" : "@oaylxjmn@APYQYVEG97",
"idp" : "@0oylwylblWgAWm7Z697",
"auth_time" : 1766603734,
"name" @ "Paee BSeak" .

‘ Cancel ‘

Figure 12: OIDC Test Connection results showing claims from Okta

© 2026 Innovar Healthcare Systems Group. All rights reserved.

Page 9



BridgeLink OIDC Plugin | User Manual

5 After Issuer Configuration

5.1 Configure Only Allow OIDC Login

If "Only allow OIDC login" is selected, all BridgelLink users must sign in through the OIDC

server. An exception user can be added to bypass OIDC authentication for emergency
fallback.

Access Control
Exclusive Mode:  [V/] Only allow OIDC login

Emergency Fallback: Allow Emergency Admin fallback

Emergency Admin Username: |-- Select -- v

Service Accounts (API): [T Select --
admin
tester
: -_" - BE@innovarhealthcare.com

Service Account Users:

Access Control settings with Only Allow OIDC Login enabled

5.2 Enable API Basic for Service Accounts

When "Enable API Basic for Service Accounts" is enabled and a user is chosen, only the

selected user can access and utilize the BridgeLink APIs (https://<BridgelLink
|P>:8443/api).

Access Control
Exclusive Mode: Only allow OIDC login

Emergency Fallback: Allow Emergency Admin fallback

Emergency Admin Us : [admin -

Service Accounts (API): Enable API Basic for Service Accounts
Service Account Users: |- Select --

-- Select --
e
iy
admin

tester

A Idma: P N TN -

Service Accounts API configuration

5.3 Configure Auto Provision User

This feature creates a new user in BridgeLink if the username from the OIDC login does

not exist. The new user will be assigned the role defined in the Innovar Role-Based
Control plugin.
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Role Source from OIDC Claims

If you check "Read roles from token claims,” the OIDC plugin reads the role name from

the claim payload and assigns the matched role name in the Innovar Role-Based Control

plugin. You must define the corresponding role privilege in the Innovar Role-Based

plugin first.

User Provisioning
Auto Provision Users: Automatically create user if missing

Default Role: [DevOps_RoIe - ]

Use roles from token: Read roles from token claims

Role source (claim): (@) Groups () Roles () Custom:

User Provisioning settings with role source from claims

Select the role source based on the OIDC claim response. For example, select "Groups" if

you see the claims like the following:

N EOK ] OIDC Test Connection

Connection Status

Done.

OIDC Flow

LA n

v Authorization code received.
code=13NHak9UIpBriwTnaNk7p9CPvQoece5diGHPY1QkTws
Issuer: https://trial-®#%s - okta.com/oauth2/default
Client ID: ey, ™psmpegii e aleas

Redirect URI: http://localhost:58244/callback
Exchanging authorization code..

Token exchange successful

ID Token validated successfully

Claims

{
"at_hash" : "F7wt3rFy039jAg40TqHOsg",
"sub" : "@OuylwyletopRHB71697",

"groups" : [ "Everyone", "DevOps_Role" ],
preferred_username zweng@innovarhea(thcare.com",
"nonce" : "KBSGnyx4VX3422hUdX2PX502tA"

"aud" : "Qoaylxjmn@APYQYVE697",

"idp" : "@0oylwylblWgAwm7Z697",

"auth_time" : 1766603734,

"name" : "E B il .

"ver" : 1,
"amr" : [ "mfa", "otp", "pwd", "okta_verify" ],
"iss" : "https://trial-= uth2/default",

Fcallback&scope—open1d+prof11e+ema11&cude challenge=| waY53ZWg;|ssranESXyKEgRT -

[«

>

[4]

Claims response showing groups array

Select "Roles" if you see the claim like the following:

© 2026 Innovar Healthcare Systems Group. All rights reserved.
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[ NON ] 0IDC Test Connection

Connection Status
Done.
[

0IDC Flow
Fcallback&scope=openid+profile+email&code_challenge=CW-GbfwQSWH8h5 LUNnhhYFhI2 | a|
9JYKCUu1CyKCXKL-jQ&code_challenge_method=S256&state=be469284-c2ce-4444-bfed-2 | |
316bag90c383&nonce=qi9fuyzar9dcW0gkHrgGZhz ftKrc

v Authorization code received.
code=fu-sJHj85EUcHP2x9cDZadrIKocOfg-D1WI jSFZoRP8
Issuer: https:/, Fels" okta.com/oauth2/default
Client ID: @oaylxjmn@APY@YVEG97

Redirect URI: http://localhost:58244/callback
Exchanging authorization code...

Token exchange successful

ID Token validated successfully

[l

aleta e "1,
DevOps_Role" ],

[TTTe]

+ ea 8 096088 reitereemiontith2/default”,
"preferred_username" : " i Sis@innovarhealthcare.com",
"nonce" : "qi9fuyzar9cWOgkHrgGZhzftKrc",

"aud" oay Lxjmn@APYQYVEGST",

"idp" '@00y lwy1b1WgAWmM7Z697" ,
"auth_time" : 1766607734,

Wname” : M e .

"exp" : 17bbbl1lYY%b,

"iat" : 1766608396,

Mamail" ¢ "l mee R owed g B Bumt

Claims response showing roles array

Select "Custom" and enter the custom pattern in the claim. For example, with a claim
response containing a nested object:

L J

Use roles from token: Read roles from t%ms

Role source (claim): () Groups () Roles

Custom: |5e|fdefinedgroup.name

Custom role source claim configuration

Make sure you have the same role name in the Innovar Role-Based Control setting.

Server | Administrator | Tags | Configuration Map \ Database Tasks | Resources \ Certificate Manager - Access Control |
Role \ User Configuration |

rRo —— rRole Detail

DevOps_Role

test client api [ set All to No Permission | [ Set Al to View | | Set Al to Editor |
test role

Permissions

Dashboard [View - ]

Channels ’View - ]
1

L

Access Control role configuration matching the OIDC role name

This configuration will automatically create a new user in BridgelLink if they do not
already exist upon sign-in with OIDC, assigning them the DevOps_Role privilege.
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