innovar
healthcare

SSL Plugin v3 Settings

Created: July 24, 2025
Updated: 8/25/2025



innovar
healthcare
Introduction

This plugin enables the use of SSL/TLS encryption across various connectors within
BridgeLink. Specifically, it supports secure configurations for the HTTP Listener, HTTP Sender,
TCP Listener, TCP Sender, Web Service Listener, and Web Service Sender. It is designed to
help ensure secure data exchange across both HTTP and TCP-based interfaces, as well as
web service endpoints.

Why SSL?

Encrypting your traffic is essential for transmitting data, especially patient health information.
Using the SSL Settings Plugin allows you to enable SSL/TLS both when receiving and
sending messages.

Key Features
e Keystore
o Specify the path to your keystore (file system or S3).
o Contains your certificate (for identity) and private key (for decrypting messages).
e Truststore
o Specify the path to the truststore.
o Stores certificates of all trusted systems.
o Required for mutual TLS authentication.
e Verify Hostname
o Option to enable or disable hostname verification when using SSL.

o Validates that the server's certificate matches the URL.
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Getting Started

Before you dive into the documentation, make sure to review the installation prerequisites
and check compatibility with your existing BridgeLink setup. The subsequent sections will
guide you through the configuration, usage, and optimization of the SSL Settings plugin.

Installation

If you are subscribed to the Open Source Mirth® Connect package from Innovar Healthcare on
the AWS Marketplace, the extension should be pre-installed in the 'Advanced with SSL',
'‘Advanced with SSL Autoscaling'.

If you are subscribed to the BridgeLink package from Innovar Healthcare on the AWS
Marketplace, the extension should be pre-installed in the ‘BridgeLink Standard Edition an
Open Source Mirth Connect Fork’, ‘BridgeLink Enterprise Edition an Open Source Mirth
Connect Fork versions’.

If you need to reinstall or update the plugin, you can do so from the BridgeLink application:

1. Log into BridgeLink.

2. Click on Extensions.

3. At the bottom of the screen, click Browse.

4. In the pop-up window, locate and select the plugin ZIP file on your local machine.

5. Click Open to return to the Extensions screen, where the file path will be populated.
6. Click Install to upload the file.

7. Restart the BridgeLink service to complete the installation.
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Plugin Configuration

The settings include a 'Certificate Manager' tab, where you can configure both the keystore
and truststore certificates. These settings take effect when configuring SSL in a channel. You
can either manually enter the information or select 'From System.' The Certificate Manager is
where the information is configured for the 'From System' option.
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To add a new key store, click the green button.

My Certificates

ot [ i ] (0] e
Alias [ Subject CN Issuer CN | Expiration Cate ][ ew
| Import
Trusted Certificates
Tostdsore: B ¢—
alias | Subject CN Issuer CN Date ] [impor

Enter the keystore name, password, and confirm the password.

® ® Add Key Store
Name: || ks v
MNew Password:
Confirm New Password:
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Manually add a key and certificate. Click the 'New' button and enter the required information.

e GRS ] d
Alias I Sublect N =L Femen et
- My Certificates
s (ot (8]
Aias | Subject CN | stleniCH : Dt | e |
e e Add Certificate (1mport ]
Alias: | |
Subject: | |
Issuer: | | @
Valid Date: | [jJ
Expiration Date: | 1=
Key Agorith:
e
Signature Algorithm:
e | New Password: | | r
~Trusted Certificates Confirm New Password: | |
Trusted Store: [@ [ Subject Alternative Names
T DNS Name / IP Adress New | | iration Date Import
Delete |
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There is also an option to import a key & certificate. Import the private key file and certificate(s)
file.

My Certificates

Key Store: [Test Key Store. kS 7] [ @ |
[ Aias [ Subject CN Tssuer CN [ Exgiration Date [ Mew |
[mgort
[ N Import Key + Certificates
Type: [Openss. P 47
Private Key File: | [Brovese|
Certificatas) File: | | [Browse |
Under the truststore, there is also an option to import a key and certificate.
Trusted Store: |Test Trust Store JKS =
Alias [ Subject CN Issuer CN iration Date [ [1mpart]
[ BN ] Import Trusted Certificate
o [l T
(0] [
@ @ Import Trusted Certificate
From: |URL =
SSL Host:
SSL Port:

| oK || cancel |
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There are options to refresh, save, backup, and restore.

Certificate Manag... 2

With the SSL Settings Plugin installed, there is an option to enable/disable SSL on HTTP
Connector and Web Service Sender. With SSL enabled, the tool button is enabled allowing
you to configure the SSL Connection.

SSL Settings

Enable: (@ Yes (O No | 4~

Clicking the tool icon navigates to the section where you can enter the certificate information.
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| NN SSL Settings

My Certificate: =
Protocols: TIS1.3 [v|TIS1.2 [¥]| TIS 1.1
Mutual TLS: () Yes (3 No

Verify Hostname:

(sevel [ conealf |

There are two types: Manual and From System. The 'From System' option retrieves its
information from the configuration in the settings under Certificate Manager.

Manual:

[ ] [ ] Select Certificate
Type: (@) Manual (C) From System

Manual Settings
Keystore: |appdatafcert,r'dem.jhs

Keystore Password: | [TT1]

Cert Alias: | mycert.innovarhealthcare.com

Cert Password: |eses

| save | Cancel || validate |

The Keystore field is for specifying the path to the keystore. It can be a full, or relative path to
the BridgeLink installation directory. You can also specify a S3 path using the following
format: s3://<region>.<bucketname>/<objectkey>. Make sure to select the appropriate
keystore type in the dropdown field.

In the Keystore Password field, enter the password for the keystore.

In the Cert Alias and Cert Password fields, enter the certificate alias and the password for
the associated private key.
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From System:

If 'From System' is selected, the information will be pulled from the Certificate Manager in

settings.

® @ Select Certificate

Type: () Manual (3) From System

From System Settings

Keystore: [Please Select One

Cert Alias: [Please Select One

Subject CN: |

Issuer CN: |

Expiration Date: |

In Protocols, you can select which version of TLS you want to support.

e

Protocols: |v

TS 1.3

v

TLS 1.2

v

TS 1.1

10
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When mutual TLS (mTLS) is enabled, there is a tool icon to configure the truststore

| NN SSL Settings

My Certificate:
Protocols: [v] TLS 1.3 [¥] TLS1.2 [¥| IS 1.1
Mutual TLS: (@) Yes () No

Truststore:

Verify Hostname:

Similar to the certificate, there are two types when configuring the truststore: Manual and
From System.

Manual:

Manually configure the truststore and set the truststore password. You can use a
relative or absolute file path, or a S3 location using format:
s://<region>.<bucketname>/<objectkey>

@ ) Select Truststore
Type: () Manual () From System

Manual Settings
Truststore: ‘ ‘ [JIG ']

Truststore Password: ‘ ‘

[ Save ] [ Cancel l [ Validate ]

From System:

11
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[ ] & Select Truststore
Type: () Manual (3) From System

From System Settings
Truststore: [P'Iease Select One ']

When using SSL with the HTTP Listener, HTTP Sender, and the Web Service Sender, you
can enable Verify Hostname to validate that the certificate alias matches the URL.

Verify Hostname: () Yes (&) No

12
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SSL v3 Addendum: Client API

Product: Innovar SSL Plugin v3
Scope for this release: JKS import and export for keystores and truststores.

What’s new in v3
e Client API to manage keystores and truststores, including per-certificate actions.
e Full certificate chain visibility for keystore entries and a chain export action.
e JKS keystore and truststore import and export from Certificate Manager.

Client API location
Use this section only to reference live endpoints and schemas.

e Open the Administrator and navigate to View Client API.

BridgeLink #®
stsus | Meme
) Cherneks o Strted =5 [Default Group]
& + Sterted = Jmdev
o sattings » Started 5 I Demo
Alerts » Started %4 Demo 1Provider Lookup

| Events = Started % i Demo 4 Muitl Group Lookup
i Extensions » Started 41§ Demo 2 CVX to NDC

o Started & | Demo 3 Caching AF1
Dashboard Tasks (& @ Started & (H Demo § Loin: Desc Lookup

@ Started &~ | Demo & Zip to County code
% Refresh
Data Store &
|17 Loakup Manager
Other £
o Matificatiors

- -
Wiew Client APL

% About BridgeLink
2 vsitimovarhealthe. .

e Select Plugin Services.

LAUNNEGIL SRIVILES ’
Database Tasks >
Events >
Extension Services ’
Extensions »
Innovar Channel History Plugin »
Messages >
OpenAl Plugin operations >
>
Server Configuration »
System Information and Statistics >
Usage Data »

Users >
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e Expand ssl to see the available endpoints.

Plugin Sarvices 4
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SEluginagsalf_licenaaCherk Chadk st prmsson

| SElupinagsalf_testayntors Treb whele i can o ks siwhodsmm

| FEluginad sl _val iddalwhegrabore T stwlbe g e sced beskabidsinm
| Felugina vl hisgniores Hdues ul bk
|m (PLUEINS 25 LS Keystores Ciedus @ i sl

| Spluginagsal foepatoren{uid]} Rolon spesic spson oy ud

|m Fplugina/an]f beyptares,faid} Dokiea specic keyshre

| SRl uginsgsa] fempstaresuid e et ifirales Beseess ol e o i o speeis kssim

| FEluginesg sl fhepatores fuid b erl iFialun Cimsde u o o e el bieanddoes 1n s iepdos

| Felugine/ssl/ beystores/ fuid]feurtificalus/{alio] Muisnm o s calbo by s 2 o

| Felugins/ss]/ keystoms/ (uld ] feartificatass{alias} fupartchalin Expora v corl bt main for & Kyshaa eniry in FEM fommal
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fpluglina/ saly kipstores/ fuid}foartificatas/falioe] e & srlbcak bom Ts ks sy s |

| SEluginsfual fimsislores fuidhfoerlifinles/ falian]} Robizees o ool inelnd cotfooie by 3 ks o e,
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Certificate Manager overview

Ul path: Settings — Certificate Manager
e The selector switches between Key Store and Trust Store.
e The table lists entries by Alias.
e Right-click an alias for available actions.

Dashboard

Server \,I.Administrator \,ITags \ Configuration Map \ Database Tasks \ Resources )| Certificate Manager | Access Cont

Ch |
] Channels - My Certificates
7 Settings Key Store: [Key Store Test. kS |
g J
|_=| Ewvents S

) testing test
ﬁ Extensions

Innovar Test S50 V2 54.17

Certificate Manag... R

"?, Refresh

E Save

=l o-dn.

Viewing the Certificate

Details

e In Certificate Manager, select Key Store and highlight the desired alias.
e Right-click and choose View Details to see the leaf, intermediate certificates, and root.

My Certiticates

Key Store: |Innovar Test.JKS w @

Subject QN

==

Trusted Certificates
Trusted Store: | Plesse Select One + @]

A Cortifcate Details

2
o

Certficate Hisrarchy:

verson: [3

Subject: |0x‘l‘|nww, OU=Innovar, CN=Innovar

Issuer: |0-Inmu. OU=Innovar, CN=Innovar

Serial Mumber; DxSC2B47E43568495

Vaiid From: |2075-0&25 00:00:00

Valid Unti: [2025-10-31D0:00:00

Public Key: |R5n\

Key Size: [2048

Signature Algorithen: [SHAS12ithRSA
[ OIS Mame / IP Address

Subject Alternatve Names:

(] (o]

Exporting from a keystore entry

15
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e Right-click an alias and select Export, then choose one of the available options:

o Export Certificate Chain (PEM)
o Export Private Key (PEM)
o Export Public Key (PEM)

My Lertrficates
ey Store: [Ionover Test %5 w || 3 |
hhag \\ [
T = }Um Details
- Export ahe
=) Dmi= [}“' Exgort Prosate Key
Export Public Key

Security note: Store private keys in a secure vault and restrict access.

Importing an existing keystore file

In Certificate Manager, select Import.

Choose From: Keystore (JKS/JCEKS/PKCS12).
Select the Keystore File.

Set Keystore Type to JKS for this release.

Enter the Store Password and continue.

16
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Expration Cate *I[ Hew |
2025-10-31 00:00:00 =
From: [Keystors (HS[XESSPHCS1E) ey ™
Keystore Fie: | xI Bravse I
Keystors Tyze: [ 15 -
Store Password: | ]
[Mext ] [ Caneel
A Open x
o o e e
Lz
(= (3 Healthzare
(3 archive 3 Jabber
=———— |(3 Desktonls 3 M1 Cadence =
— |G docTor (3 Persanal 5
04 Docuivare 8 Pictures
03 Escalation (3 Praject Audit
3 Fer (3 Recspts O
3 GSME =10
[l T I I

File tame: | |

Flesof Type:  Keystore Files (% jis, * josks, =iz, =.pfx) -

Entries from the JKS appear as aliases in the selected store. You can use View Details and
Export on those entries.

Using keystores and truststores in channels

e In a connector’s SSL settings, select the keystore and truststore you configured in
Certificate Manager.

If the connector requires a client certificate, choose the correct Alias.

When hostname verification is applicable, enable it and ensure the certificate CN or
SAN contains the target hostname.

SSL Helper Functions

Two Templates that let a channel script make outbound HTTPS requests using your truststore.
The templates use is named SSLHelper.

17
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Category: ISSL Helper Functions v]
Filter: | |
SSL Helper Functions |

HTTPS GET with SSLHelper (mTLS Optional)
HTTPS POST with S5LHelper (mTLS Optional)

Insert the template into a script step
e In the Transformer, click Add New Step and choose JavaScript.
e The template’s code appears in the Step editor.

Configure the template
Change only the obvious fields after insertion:

e Endpoint: set the HTTPS URL.
e ss|Params

o trustStoreName — required

o keyStoreName — required if mTLS

o certAlias — required if mTLS

o mTIsRequired — include when doing mTLS

o hostnamePolicy — template comments show “NOOP” or “STRICT”
e httpParams (names shown in the template)

o connectTimeoutMs, readTimeoutMs, throwOnHttpError, captureHeaders,
followRedirects

e Headers: keep the example SOAP/JSON headers or replace them with your target’s
requirements.

HTTPS GET with SSLHelper

18
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Fruiearem:

Utilities
Method
POST
POST

Keystores
Method Path Purpose

GET

Path
Iplugins/ssl/_testKeystore
Iplugins/ssl/_validateKeystore

/plugins/ssl/keystores

Purpose
Test whether a keystore or truststore can be read.

Validate a keystore or truststore and its access details.

List keystores.

[ T ——
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Method Path Purpose
POST /plugins/ssl/keystores Create a keystore entry.
GET Iplugins/ssl/keystores/{uid} Get a specific keystore.
DELETE /plugins/ssl/keystores/{uid} Delete a keystore.
GET Iplugins/ssl/keystores/{uid}/certificates :;'St ETNEEES M &
eystore.
. . o Create a new self-signed
POST Iplugins/ssl/keystores/{uid}/certificates certificate in the keystore.
GET /plugins/ssl/keystores/{uid}/certificates/{alias} Get a certificate by alias.
DELETE Iplugins/ssl/keystores/{uid}/certificates/{alias} aDlgite & canliese By
: . o : . Export the full certificate
GET /plugins/ssl/keystores/{uid}/certificates/{alias}/export/chain chain in PEM.
GET Iplugins/ssl/keystores/{uid}/certificates/{alias}/export/private-key E)Igl)\;lm 111 VS L I
GET /plugins/ssl/keystores/{uid}/certificates/{alias}/export/public-key E)é?\;lm 722 irleite [y i
Import a private key and
POST Iplugins/ssl/keystores/{uid}/certificates/import certificate chain into the
keystore.
Truststores
Method Path Purpose
GET Iplugins/ssl/truststores List truststores.
POST /plugins/ssl/truststores Create a truststore entry.
GET Iplugins/ssl/truststores/{uid} Get a specific truststore.
DELETE /plugins/ssl/truststores/{uid} Delete a truststore.
GET Iplugins/ssl/truststores/{uid}/certificates List trusted certificates in a truststore.
GET Iplugins/ssl/truststores/{uid}/certificates/{alias} Get a trusted certificate by alias.
DELETE /plugins/ssl/truststores/{uid}/certificates/{alias} Delete a trusted certificate by alias.
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